Jlopic Ne8: Honeypot TexHo10rusichbl

Honeypot TexHosorusickl - Oy 3epTTey Hemece Iadybul >kacay OOJIBIT
TaObLIATBIH KaYIICi3AiK pecypchl. HONeypot KaHIIambIKThl KYphUIBIMIANIFaH 0oJica 11a,
pecypcTapapl  mal0ybUIIayIIbl  3epTTeM, MMadybuiaan, KOJJAaHybl KepeK JeTeHi
oinaipeni. PecypcThiH KaHaal €KeH/IITT MaHBI3Abl EMEC: HMUTAILIUSUIBIK KbI3MET HEMeCe
TOJILIKKAHIBI OTEpaIMsUIBIK JKyie. EH 0acThIChl, pecypcTaplblH KYMBIC iCTey
MarbIHACHI OFaH I1a0YbLI XKacay OOJIbIN TaObLIAIbI.

Honeypot - Gyir kayinci3mik Kypajbl, OHBIH MOHI CKaHepieyre, madybuiiapra
KOHE Xakepiepre Oewimaimirinae. Honeypot minaeTi - malysiaay kKoHE ci3re Oyl
TypaJIbl anTy.

Honeypot Typnepi:

- OeJiHreH cepBepAe opHaTbulFaH Honeypot OHbI HaKThl pesire MyMKIHITIHIIIE
YKaKbIHIAaTyFa MYMKIHJIIK Oepejli, OHbIH peJli - JepeKTep cepBepi, KOChIMIIIA CepBepl,
IIPOKCU-CEPBEP;

- aMyJsMsiIanFad Honeypot — mabybuiiad CoH Te3 KajlblHA KeJle/l, COHBIMEH
karap OX-men mekrenemi. Oubl VMware Hemece Honeyd kemerimeHn kacayra
0oJ1aabl.

Honeypot mingeTTepi:

- maOybUIIBIH 0acTaTybIH aHBIKTAY, aKIapaT KUHAY;

- Ci3re Xakep/iH opeKeTTepl Typayibl aknapar oepy;

- Xakep/iiH 631H aHBIKTAY.

Web-ke apaanran Pentbox GarmapiaMachiH KOJJIaHAMBI3.

:~$ sudo apt-get install wget
[sudo] password for gulzinat:

5 sudo apt-get install ruby

eading package lists... Done

Building dependency tree

eading state information... Done

he following additional packages will be installed:
fonts-lato javascript-common libjs-jquery libruby2.7 rake ruby-minitest
ruby-net-telnet ruby-power-assert ruby-test-unit ruby-xmlrpc ruby2.7
rubygems-integration

Ssuggested packages:

:~% wget http://downloads.sourceforge.net/project/p
entbox18realised/pentbox-1.8.tar.gz

tar xvfz pentbox-1.8.tar.gz




'download?use_mirror=netcologne'’
'download?use_mirror=netcologne.1’
:~% cd pentbox-1.8/
7 5 1s

S ./fpentbox.rb
PenTBox 1.8
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ruby2.7.0 @ x86_64-1linux-gnu
1- Cryptography tools

2- Network tools

Net Do5 Tester

TCP port scanner

Honeypot

Fuzzer

DNS and host gathering

MAC address geolocation (samy.pl)

Back

[/ Honeypot [/

Select option.

1- Fast Auto Configuration
2- Manual Configuration [Advanced Users, more options]

Insert port to Open.
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P.z
[1]+ Stopped ./pentbox.rb

B 5 sudo ./pentbox.rb
[sudo] password for gulzinat:

PenTBox 1.8
ueeu|.'AEEAEE .

|__l(@eeeeeeeeee)

(@rEEEEEE@)
WYY

I N
ruby2.7.0 @ x86_64-1linux-gnu
Cryptography tools
Network tools
Web
Ip grabber

Geolocation ip

Mass attack
License and contact

Exit

Net DoS Tester

TCP port scanner

Honeypot

Fuzzer

DNS and host gathering

MAC address geolocation (samy.pl)

Back
-= 3

// Honeypot [/

Select option.

1- Fast Auto Configuration
2- Manual Configuration [Advanced Users, more options]




opped sudo ./pentbox.rb
3 S sudo su
root@gulzinat-VirtualBox: /home/gulzinat/pentbox-1.8# . /pentbox.rb

PenTBox 1.8

LITTREET T TUWWWSSS
TSSNWX!L: LTI IXURKHSSSS55555P
SSSSSHINXL L<ITTIURSSSS 59555555#
$5555  SSSUX  IITUWSSSSS55555 455555%
nSSSB 5555 555555555555  dSSR*
**5bdssss '*555555555550+#

ok ke k ke
ruby2.7.0 @ x86_64-1linux-gnu

1- Cryptography tools

2- Network tools

3- Web

4- Ip grabber

Net Do5 Tester

TCP port scanner

Honeypot

Fuzzer

DNS and host gathering

MAC address geolocation (samy.pl)

Back

/| Honeypot [/

Select option.

1- Fast Auto Configuration
2- Manual Configuration [Advanced Users, more options]

Insert port to Open.




Insert false message to show.

-> Welcome, welcome, welcome!!!
Save a log with intrusions?
(y/n) -=>y

Log file name? (incremental)

Default: */pentbox/other/log honeypot.txt

Activate beep() sound when intrusion?

(y/n)

HONEYPOT ACTIVATED ON PORT 80 (2020-11-06 06:37:52 +0600)

3 C @ O & 100215 v @

Welcome, welcome, welcome!!!



INTRUSION ATTEMPT DETECTED! from 10.0.2.15:41248 (2020-11-86 06:41:12 +0600)

GET / HTTP/1.1

Host: 16.0.2.15

User-Agent: Mozilla/5.@ (X11; Ubuntu; Linux x86 64; rv:82.0) Gecko/20100101 Fir
efox/82.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/webp,*/*;q=
6.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

INTRUSION ATTEMPT DETECTED! from 10.0.2.15:41254 (2020-11-06 06:41:16 +0600)

GET /favicon.ico HTTP/1.1

Host: 10.08.2.15

User-agent: Mozilla/5.@ (X11; Ubuntu; Linux x86 64; rv:82.0) Gecko/20100101 Fir
efox/82.0

Accept: image/webp,*/*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://10.8.2.15/

O3iHaiK KyMbIC:

1) Makanamen Tansicy - https://zen.yandex.ru/media/securitylab.ru/tehnologiia-
honeypot-chast-1-naznachenie-honeypot-5addad9a9b403cf606151d82

2) Toxipube xacay — a) https://www.youtube.com/watch?v=0WUal2pNiPI ; ©)
https://www.youtube.com/watch?v=Leogp9RJEWw



https://zen.yandex.ru/media/securitylab.ru/tehnologiia-honeypot-chast-1-naznachenie-honeypot-5addad9a9b403cf606151d82
https://zen.yandex.ru/media/securitylab.ru/tehnologiia-honeypot-chast-1-naznachenie-honeypot-5addad9a9b403cf606151d82
https://www.youtube.com/watch?v=0WUaI2pNiPI
https://www.youtube.com/watch?v=Leogp9RJEWw

